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2016 Filing Season Update

Warning: Phishing Scheme Targets Tax
Professionals 

Hello,

Last week, the IRS issued a news release regarding a new phishing scheme that is
targeting tax professionals. The full text of the release is below. 

New Phishing Scheme Mimics Software Providers; Targets
Tax Professionals

IR-2016-103, Aug. 11, 2016

WASHINGTON - The Interna l  Revenue Service today a lerted
tax profess iona ls  to an emerging phishing emai l  s cam that
pretends  to be from tax s oftware providers  and tries  to tri ck
recipients  into cl i cking on a  bogus  l ink.
 
The emai l  s cheme i s  the la tes t in a  s eries  of a ttempts  by
fraudsters  to use the IRS or other tax i s sues  as  a  cover to
trick people into giving up s ens i tive information s uch as
passwords , Socia l  Securi ty numbers  or credi t card numbers
or to make unneces sary payments .
 
In the new scheme identi fied as  part of the IRS Securi ty
Summit process , tax profess iona ls  are receiving emai l s
pretending to be from tax s oftware companies . The emai l
scheme requests  the recipient to download and ins ta l l  an
important software update via  a  l ink included in the e-
mai l . 
 
Once a  recipient cl i cks  on the embedded l ink, they are
di rected to a  webs i te prompting them to download a  fi le
appearing to be an update of thei r software package.  The
fi le has  a  naming convention that uses  the actua l  name of
thei r software fol lowed by an ".exe extens ion."
 
Upon completion, tax profess iona ls  bel ieve they have
downloaded a  software update when in fact they have
loaded a  program des igned to track the tax profes s iona l 's
key s trokes , which i s  a  common tactic used by cyber thieves
to s tea l  login information, pass words , and other sens i tive
data . 

Al though the IRS knows  of only a  handful  of cases  to date,
tax profess iona ls  are encouraged to be on the lookout for
these scams  and never to cl i ck on unexpected l inks  in
emai l s . Simi lar emai l  s chemes  us ing tax software names
have targeted individua l  taxpayers .

The IRS recently launched a  new campaign to ra ise
awareness  among tax profess iona ls  about securi ty threats
posed by identi ty theft i s sues  targeting thei r industry. The
 Protect Your Cl ients ; Protect Yours el f campaign features  an
ongoing effort to urge tax profess iona ls  to s tep up thei r
securi ty protections  and be aware they increas ingly are
targets  of cybercrimina ls .

The IRS urges  a l l  tax preparers  to take the fol lowing s teps :

https://visitor.constantcontact.com/do?p=un&m=0012QcBYdqZ2MJWCtD5e-DMBQ%3D%3D&ch=&ca=7c3fe0df-2c3c-40ed-b781-341756b18211
http://r20.rs6.net/tn.jsp?f=001qLX93D7REl0N117E6Ifgwwq7D-zardDE2iqD2mg8joGMXao9_kjle9wEpYfa8Ic7117SZNfP6EZF5OC2BrPNukme-_cQKi1UvTRN8i4lcj6fZzOfbbYvY5CLIHi_t8EriDpNjDdECOvvRtxG7fDajIyHYsdUWFUT5Z_xsQ8XrlRLJGRqs2cb3k5PpZ4dplafMrDN6riNr9rf9Ce_ek19Cy8G9eCQBBVbue63YWz6nE38N_yoKF99yY3EFwKLLeT_d8wThy9jnwcZeThgJt8QsQqmR4nmApesK77ToD2eYWK4YvM_K-6_eFhJccy9WgbIOM1ORnvHLcRw-TlQpOulsw==&c=&ch=
http://r20.rs6.net/tn.jsp?f=001qLX93D7REl0N117E6Ifgwwq7D-zardDE2iqD2mg8joGMXao9_kjle9wEpYfa8Ic7fj4oVzqqZHq9SLvnC8IEWPUTFo1sR9yDCa5SzZ8BMaZAU5_ca79nrHEFFG2eabguU42oQM-ZUGaD_zp0yNE7rd3WQD1of5FDQ-g1tCXMx1Zc7B3pSjEMhPmvSPMeEbQmzRI0luu3Dyp9BpMJcxGTf77pQFje0aMvBBOlgDN7aE8=&c=&ch=


Be a lert for phishing scams: do not cl i ck on l inks  or
open attachments  conta ined in e-mai l s  and a lways
uti l i ze a  software provider's  main webpage for
connecting to them.
Run a  securi ty "deep scan" to search for vi ruses  and
malware;
Strengthen pas swords  for both computer acces s  and
software access ; make sure your pas sword i s  a
minimum of 8 digi ts  long (more i s  better) wi th a  mix of
numbers , letters  and specia l  characters ;
Educate a l l  s ta ff members  about the dangers  of
phishing scams  in the form of emai l s , texts  and ca l l s ;
Review any software that your employees  us e to
remotely access  your network and/or your IT support
vendor uses  to remotely troubles hoot technica l
problems  and s upport your sys tems. Remote acces s
software i s  a  potentia l  target for bad actors  to ga in
entry and take control  of a  machine.

Tax profess iona ls  should review Publ ication 4557,
Safeguarding Taxpayer Data , A Guide for Your Bus iness ,
which provides  a  checkl i s t to help sa feguard taxpayer
information and enhance offi ce securi ty.

IRS Webinar - August 17

The IRS i s  sponsoring a  1.5-hour webinar for tax
profess iona ls  on the topic "Protect Your Cl ients ; Protect
Yoursel f from Data  Theft." The webinar i s  a t 1:00PM Eas tern
on Wednesday, August 17. Practi tioners  wi l l  learn best
practices  to better protect taxpayer information, s teps  you
should take i f you s uffer a  loss  of taxpayer data , lega l
requirements , and upcoming ini tia tive of the IRS-State-
Industry Securi ty Summit. 

You can regis ter for the free webinar here. 
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http://r20.rs6.net/tn.jsp?f=001qLX93D7REl0N117E6Ifgwwq7D-zardDE2iqD2mg8joGMXao9_kjle9wEpYfa8Ic7CypvCINLuH3EFzLRd9siVClsQCDajd_lsQtLBJIE4Vx-uD4_abpCTgBj1E8IxVax_rz9qCiyPme3s_-4ve30Y0xN-AvqVIuvuJmhXamta1EbwVosFaMmuZjaipLIemNf8oU39_ucQATr1bfOXnHWDg==&c=&ch=

